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As a Principal, Manager or a panel member you are required to manage a lot of personal information 
throughout the course of any recruitment and selection process.  The following FAQs have been 
developed to provide additional guidance on the data protection responsibilities of those involved and 
to support schools when working with Governors throughout a recruitment process. 
 

FAQs 

 I am a Principal or Hiring Manager. How do I print or select candidate(s)’ information 

from the online recruitment system? 

 What responsibilities do school staff and school recruitment panel members have when 

working remotely on school recruitment exercises? 

 What responsibilities do school staff and school recruitment panel members have when 

working remotely using computers or mobile devices? 

 Are there likely to be any increased cybersecurity and Coronavirus-related Phishing 

threats when working remotely? 

 What about paper records containing personal information of candidates, for example 

candidate application forms, what kind of security measures should be put into place by 

school staff and school recruitment panel members working from home with paper 

records? 

 What about documents created by panel members as part of the recruitment exercise? 

 If using video conferencing or telephone calls to communicate with the school and/or 

panel members and/or to conduct interviews with candidates, is there any advice which 

the school and/or panel members should follow? 

 If exchanging personal and confidential information concerning candidates with panel 

members via email, is there any advice which the school and/or panel members should 

follow? 

 What else should schools do to ensure that it does not breach their data protection 

obligations if conducting recruitment exercises during the pandemic? 

 What should panel members do if there is any confirmed or suspected loss, 

unauthorised disclosure of candidate personal data during a remote recruitment 

exercise? 

 What if my school needs further advice and guidance? 

 
 



 

 

I am a Principal or Hiring Manager. How do I print or select candidate(s)’ information 

from the online recruitment system?  
HR Online provides Principals and Hiring Managers with information and guidance on every stage of 
the selection process.  As a panel member you will first need to access applications at the shortlisting 
stage. Shortlisting guidance is available on HR Online including videos and user guides on how to 
access completed applications on the online recruitment system.  The system enables you to 
efficiently combine individual applications into one pack and to select only those sections of the 
application form which are required at shortlisting, therefore minimising the amount of personal 
information being shared. 
 
If you select to display the candidate file details for the selected candidates, a print configuration pop 
up is displayed.  Deselect all sections apart from candidates question responses and if required 
employment history.  Click the Print (PDF) button.  All selected candidates question responses and 
employment history only, will then be displayed in a separate tab in PDF format, making it easier to 
read the candidate responses and see their employment history.   To print a hardcopy you can then 
right click on your mouse and print the document as normal.    

 

What responsibilities do school staff and school recruitment panel members have 

when working remotely on school recruitment exercises? 
Any member of a school staff or school recruitment panel that is working remotely on school 

recruitment exercises is responsible for ensuring that they do so securely and taking care to protect 

candidates’ personal information from loss or unauthorised access. 

 

What responsibilities do school staff and school recruitment panel members have 

when working remotely using computers or mobile devices? 
School staff and panel members must take care when working on any document or system containing 

personal information about candidates. In particular, you should ensure that you are not in a place 

where anyone could overlook your screen. 

You must not allow third parties (including family and friends) to access personal information about 

candidates. 

Working remotely on any document or system containing personal information about candidates 

using a computer or mobile device is a significant information security risk if you are not careful when 

doing so. If you are working on any document or system containing personal information about 

candidates but move away from your screen for any reason, you should lock it. 

 

Are there likely to be any increased cybersecurity and Coronavirus-related Phishing 

threats when working remotely? 
School staff and panel members should remain vigilant of increased cybersecurity threats, some of 

which may specifically target remote access arrangements. Unfortunately, cybercriminals will not be 

curtailing their efforts to access valuable data during the pandemic, and in fact, will likely seek to take 

https://www.eani.org.uk/ea-staff-hub/hr-online/hiring-managers-recruitment-information/shortlisting%20.


advantage of some of the confusion and communication issues that might arise under the 

circumstances. 

You should also be vigilant of phishing emails with malicious links disguised as coronavirus information 

or updates. 

 

What about paper records containing personal information of candidates, for example 

candidate application forms? What kind of security measures should be put into place 

by school staff and school recruitment panel members working from home with paper 

records? 
Typically, the use, transportation or storage of hard copy documents containing personal information 

is considered a high information security risk when working remotely. Therefore, typically, the use of 

paper documents containing personal information outside of your school should be kept to a 

minimum, by using, for example the C2K file management system for transfers from work to home.  

It is appreciated however that in the context of school based recruitment, selection panels will be 

comprised of individuals who are neither school or EA staff,  and do not have access to C2K.  It is 

considered higher risk to send electronic copy documents containing personal information to non C2K 

email addresses.  Therefore it is recommended that panel members without C2K email addresses are 

provided with hard copies of candidate application forms (‘hard copy candidate packs’). 

This may be safely facilitated by individual panel members being given a particular time and date to 

collect the hard copy candidate packs direct from the school, with social distancing measures 

maintained.  Where the individual facilitating the collection of hard copy candidate packs’ is not 

familiar with the individual panel members, panel members should be asked to bring along ID to 

confirm their identity to the facilitator.  

Alternatively, hard copy candidate packs may be despatched to panel members via Royal Mail Tracked 

Post. Where this option is used, the School must first contact each of the panel members in advance, 

in order to confirm that the postal address which they hold is correct. Panel Members should be 

directed to confirm receipt to the School. 

Howsoever hard copy candidate packs are provided to panel members, the papers should be securely 

bound in an appropriate folder – not a loose bundle of papers. Each folder should be placed in a sealed 

envelope for collection/despatch to each panel members. The envelope should contain the full name 

and, where appropriate, the address of the panel member and clearly marked, Strictly Private & 

Confidential, To Be Opened by Addressee Only. 

Steps should also be taken by the school to keep a log of the documentation provided to panel 

members. This log should record a list of the documents provided, the name of the panel member to 

whom the documentation was provided, and the date it was provided. In addition, panel members 

should be required to sign the statement of confidentiality form (before they receive the hard copy 

candidate packs). 

Where paper files are being transported by panel members from school to home, these should be 

carried in an appropriate bag or box so that they are not on display and there is less risk of them being 

dropped. The panel member taking the papers should go straight home with the papers.  



Where panel members have received paper copies of candidate documentation or information, the 

papers should remain securely bound within an appropriate folder and not be released into loose 

bundles of papers.  

Steps should be taken by panel members to store papers securely at home, locking them away 

whenever they are not working on them. 

Panel members must not allow third parties (including family and friends) to access personal 

information about candidates. 

 

What about documents created by panel members as part of the recruitment 

exercise? 
Panel members working from home on recruitment exercises are responsible for ensuring that they 

work securely and protect the candidates’ personal information that they are processing from loss or 

unauthorised access. 

The same considerations as have been outlined above in relation  to working remotely using 

computers or mobile devices and working with paper records should also be taken into account in 

respect of any document, whether in hard copy or electronic format, that a panel member creates 

and which contains personal information about candidates, e.g. notes, completed short listing 

documents, etc. 

All such documents as a panel member may have created during a recruitment process should be 

provided to the school at the end of the recruitment process, whether for safe keeping or safe 

disposal, as appropriate. 

Panel members should delete any recruitment documents from their personal email accounts or 

folders once the recruitment process has been completed and the documents have been returned to 

the school. 

 

If using video conferencing or telephone calls to communicate with the school and/or 

panel members and/or to conduct interviews with candidates, is there any advice 

which the school and/or panel members should follow?  
Where using video conferencing or telephoning to discuss candidates during recruitment exercises, 

and or to conduct interviews with candidates, panel members should take care to ensure that they 

cannot be overheard by members of the public, other members of their household or any visitors. 

 

If exchanging personal and confidential information concerning candidates with panel 

members via email, is there any advice which the school and/or panel members 

should follow? 
Due to the security provided by C2K it is, as always, recommended that EA and School staff use C2k 

email addresses to email any personal information or sensitive documents – the C2K file management 

system is also recommended for transfers from work to home. 

It is appreciated however that in the context of school based recruitment, selection panels shall be 

comprised of individuals who are neither school or EA staff,  and do not have access to C2K email.   



Unfortunately external email services (e.g. gmail, yahoo, etc.) are more vulnerable to attack and for 

this reason panel members should always consider whether email is an appropriate means of 

communicating personal or confidential information. If it is not then use an alternative method of 

communication. If it is considered appropriate to communicate personal or confidential information 

via email, then the following steps should always be followed: 

 Always include as part of the header to such emails the words, ‘Strictly Private & Confidential’ 

to warn the recipient that the email contains confidential information so that they know to 

open the document in a secure environment. 

 Where possible, when emailing you should always consider starting a new thread. In any event 

always check any previous thread and avoid retaining any unrelated and/or unsuitable email 

threads at the bottom of an email. 

 Never put personal or confidential data in the body of an email. Rather than including personal 

or confidential information in the body of email, consider putting the personal or confidential 

information into a separate document or in an attachment, which is encrypted with a 

password. Do not include personal data in an attachment either, unless the attachment itself 

is encrypted with a password.   

 Encryption passwords should always be communicated to the intended recipient via a 

different route (i.e. not by email but instead via phone call, text message or postal 

correspondence). This way if the email is accidentally sent to an incorrect recipient, the risk of 

that incorrect recipient accessing the personal and confidential information of a third party 

will be minimised as they will not have the password to open up the encrypted attachment. 

These additional security measures will be particularly important where the email is being 

sent to an external recipient. 

 Always check the attachments to an email before you click ‘Send’, to ensure that you have 

attached the correct attachment and/or that the attachment is suitable for disclosure to the 

intended recipient. 

 Always double-check that you have the correct recipient email address before you click ‘Send’, 

(be aware of autocomplete); include a check that you are not inadvertently sending an email 

intended for one recipient to many e.g. by accidentally including another email address or via 

accidental use of cc., bc., mailing lists or the ‘reply all’ function. 

 If sending an email to more than one recipient and the addresses are personal email 

addresses, consider whether you need to use the blind copy mechanism (Bc). This means 

putting the email addresses of all intended recipients into the BC entry – this prevents the 

disclosure of recipient’s personal email addresses to each other. 

 

 Panel members should ensure all recruitment documents and records are returned to the 

school for safe-keeping once the recruitment process has been completed and are deleted 

from their personal email account and personal folders. 

 



 

What else should schools do to ensure that it does not breach their data protection 

obligations if conducting recruitment exercises during the pandemic? 
Whilst the advice issued by the Information Commissioner’s Office (ICO) highlights that it may not be 

possible for data controllers to meet their usual standards in all respects (e.g. it may not be possible 

to respond to information requests received within the usual statutory timeframes), schools should 

adhere to the usual standards of data protection during the COVID-19 pandemic to the extent 

reasonably possible. 

In particular, schools should continue to exercise the usual standard of care when processing personal 

information relating to candidates. Any personal information relating to candidates should continue 

to be communicated in a way that ensures that there is no unauthorised access to such information. 

 

What should panel members do if there is any confirmed or suspected loss, 

unauthorised disclosure of candidate personal data during a remote recruitment 

exercise? 
Panel members must report any loss or suspected loss, or any unauthorised disclosure or suspected 

unauthorised disclosure, of any personal data relating to any recruitment exercise immediately to the 

school principal and the school’s Data Protection Officer (DPO). 

If the school has appointed the EA to be its DPO then the confirmed or suspected personal data breach 

should be reported by the school to the EA’s Information Governance Team by emailing 

dpo@eani.org.uk followed up immediately by a phone call to the EA’s Information Governance Team 

on 028 8241 1300. 

 

What if my school needs further advice and guidance? 
The Authority’s ‘Think Data’ online resource hub provides support materials, detailed guidance 

documents and useful templates that schools can use to ensure they are compliant with data 

protection legislation - www.eani.org.uk/thinkdata. The Authority’s Information Governance team is 

also available to advise and assist schools in this respect.  

If you require further advice and guidance regarding data protection you can call 028 8241 1300 or 

email thinkdata@eani.org.uk.  
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